[image: A close up of a logo

Description automatically generated]

Data Protection Impact Assessment (DPIA) Summary HRLocker 
Overview for Customers

1. Purpose of Processing
HRLocker processes employee data on behalf of its customers to provide a HR management platform. The platform is designed to streamline and enhance a range of HR functions, including:
· Management of Employee Records:
· A central hub for storing and updating employee information such as personal details, job roles, and salary changes.
· Tracking Annual Leave and Timesheets:
· Tools to automate leave calculations and manage requests efficiently.
· Accurate recording of working hours, overtime, and absences.
· Onboarding and Offboarding:
· Bringing new employees on board, including document signing.
· Securely archiving records when employees leave.
· Applicant Tracking System (ATS):
· Simplifies recruitment by managing job postings, tracking applications, and organising candidate information in one place.
· Employee Performance Reviews:
· Tools to schedule and manage performance appraisals.
· Centralised storage of review documents and feedback to support employee development and organisational growth.
Customers act as Data Controllers, while HRLocker serves as the Data Processor, handling data securely and in line with GDPR standards.



2. Types of Data Processed
· Personal Details: Name, address, and contact information.
· Employment Data: Job title, salary, benefits, and start date.
· Sensitive Data: Medical leave details and other HR-related information as required by customers.
· Time and Attendance Records.
· Candidate CVs.

3. Security Measures
HRLocker employs robust safeguards to protect data:
· Technical Safeguards:
· Encryption of data in transit and at rest.
· Role-based access controls to limit access to authorised personnel only.
· Regular penetration testing and vulnerability assessments.
· Organisational Safeguards:
· GDPR training for all employees.
· Comprehensive data protection policies and procedures.
· Incident response plans for managing potential data breaches.
· ISO Certifications:
· HRLocker is certified under ISO 9001 for quality management and ISO 27001 for information security, demonstrating adherence to international standards for data security and privacy.




4. Risk Management
HRLocker proactively identifies and mitigates potential risks associated with data processing, including:
	Risk
	Mitigation Measures

	Unauthorised Access
	Implementation of multi-factor authentication, encryption of data, and role-based access controls.

	Data Breaches
	Regular audits, vulnerability assessments, secure data storage, and an established incident response plan.

	System Downtime
	High availability architecture, robust disaster recovery protocols, and regular backups.

	Human Error
	Ongoing staff training, user-friendly system design, and detailed logging to track changes and reduce manual errors.

	Compliance Failures
	Regularly updated policies and procedures, automated tools for GDPR compliance, and external audits to ensure adherence to legal requirements.



Each risk is regularly monitored, and mitigation measures are reviewed to ensure they remain effective in response to evolving threats and operational changes.
5. Support for Customers
HRLocker provides tools and guidance to help customers meet their own GDPR obligations:
· Resources for handling Data Subject Access Requests (DSARs) and data deletion.
· Assistance with data audits and compliance queries.
· Clear contractual terms to define roles and responsibilities in data protection.



6. Commitment to GDPR Compliance
HRLocker’s DPIA process ensures that:
· Data is processed lawfully, fairly, and transparently.
· Risks are identified and mitigated to safeguard personal data.
While HRLocker’s full DPIA documents are internal, we are happy to collaborate with customers to address specific requirements or provide further assurances about our data protection practices.

For further details or assistance, please contact us at support@hrlocker.com
HRLocker is committed to secure and compliant HR solutions.
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